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Scenario:
Recently a friend decided to do a Google web search of their name. At the top of the Google Web list was their name with their Facebook site address. They then did a Google Image search of their name. They were shocked to discover that the photographs that were in their Facebook were now part of Google Image Search. As your friend found more and more information about themselves they were horrified to find that there was so much information about them online.
Introduction:
The issue in the scenario is online privacy and digital footprints. According to the Oxford English Dictionary privacy is defined as "not open to the public; restricted or intended only for the use of a particular person or persons. Kept reserved from public view or knowledge, not generally known; secret; without the presence of another person or persons, alone'."
Teenagers are among the savviest of Internet users. Social networking websites like Facebook have online privacy concerns that are widespread amongst Internet users. The scenario presents privacy concerns relating to Facebook, Google and digital footprints.
Personal information is facts that can or could identify you. This can include your name, date of birth, address, photos, videos, bank account details and even what you like or dislike. According to the Federal Privacy Act of Australia (1988), the definition of personal information is:
"...information or an opinion (including information or an opinion forming part of a database), whether true or not, and whether recorded in a material form or not, about an individual whose identity is apparent, or can reasonably
be ascertained, from the information or opinion."
The scenario indicates how Google bots recorded everything that was published on the Internet. This is called digital footprints. These are the trail or traces that people leave online. For example, the Facebook rant that got the palace guard dismissed off his duties2. This is information transmitted online including e-mails, videos, digital images and documents — all of which leaves traces of personal details about yourself available to others online.
<www.privacy.gov.au/aboutprivacy/what>
2 News.com.au. (2011) [Online] Available at <www.news.com.au/entertainment/royal​wedding/palace-guard-fired-over-kate-middleton-facebook-rant/story-fn885hn2- 1226044316976> viewed 3 May 2011.
About Facebook:
Social networking sites such as Facebook are aimed at sharing personal information. The purpose is to create a social area where people can share their information and also meet up with people. Facebook allows users to decide what information is posted. However, there is a clause where Facebook's policy states in fine print for "individuals to be aware that no security measures are perfect or impenetrable and that their security team cannot ensure that information individuals share on Facebook will not become publically available3."
Although social networking sites generate positive uses, users need to consider how much information they provide and to whom. To create a safer cyber environment, social network users need to exercise caution. All information is published at their own risk and to think before posting.
The user in the scenario did not read the privacy policy nor review their privacy settings. Figure 1 illustrates that users are given the responsibility to limit who views their information.
Facebook Privacy Settings:
Although users can limit what people see on their profile, Facebook's terms of service state that anything you upload, can be used by Facebook in any way. Closing your account is possible; however, Facebook still has the right to do whatever it wants with your information and content. In doing so, Facebook `owns you' by acquiring much of your personal information (refer to appendix 1). 

Figure 1. Demonstrates Facebook privacy controls to create a safer environment for users. Refer to appendix 2 for instructions of how to control what you share.
In figure 1, the user is able to identify what and to whom they can share their information with. Facebook provides a number of Privacy Settings allowing you to limit and control the information to the public. Facebook obtains four different ways of sharing your information:
· Everyone: This option allows anyone on Facebook to be able to view your information. This means you are making your information publically available.
· Friends of Friends: This allows people you're friends with and their friends to view your information.
· Friends: Only people you're friends with.
· Customize: You can choose who can view your information.

Figure 2. This allows you to view what others can see on your profile.
Once you have applied appropriate and desired privacy settings, you are able to view your profile from others perspective.
Facebook allows users to download a copy of all information (account settings 4 download your information) including posts, photos, videos, all messages, friend lists and other content shared as a zip file. Therefore, if someone was to hack into your account they can download this file. This can lead to a number of implications.
Resolving the issue in the scenario is to prevent images from your site appearing on Google's image index, by adding a robots.txt file to the root of the server allowing you to block the image. This ensures that images and personal information never appear on Google searches (see appendix 3).

Solutions to Safeguard your Profile:
In the scenario, the user may have his or her profile set to public allowing everyone to view their information. This is one of the contributing factors causing the privacy issues.
Automatically, Facebook's recommended settings (account 4 'privacy settings' -› recommended), is to share everything with either everyone or friends only. These default settings are not the safest for your Facebook profile and need to be changed to provide greater security. A major risk is that you or your friend may have accepted a stranger as a friend. This could lead to a variety of implications, for example, the Xxxxx family photo which appeared as a grocery advertisement in the Czech Republic4.

Figure 3. The Xxxxx family Christmas photo was used as a grocery billboard advertisement without them even knowing.
Whilst the internet offers benefits, there are also safety and security risks to consider or be aware of. Whenever you present personal information or images on the internet, there is a possibility that this information can be
4 Kennedy, Maev (2009) 'American Family's Web Photo Ends Up As Czech Advertisement'. Guardian, [Online].11/7 Available at Guardian.co.uk <www.guardian.co.uk/media/2009/jun/11/Xxxxx-family-photo-czech-advertisement> viewed 4 May 2011.
tainted. This may result in cyber bullying, identity theft and personal safety. The most effective precaution to online safety is abstinence and to not post personal information or images. However, this is unrealistic thus other precautions need to be considered:
· Set a strong and unique password, protecting your social network account and ensuring that you change it at least twice a year.
· Stop and think before you share any personal information.
· Change the default setting and set your profile to private_
· Don't post vulnerable information that can risk you or your family.
· Use discretion and never click on suspicious links or befriend a stranger.
To limit your Facebook interactions and guide your privacy click the 'friends only' option. Users may also choose which of their friends are allowed to visit their page exposing only limited information.
How Facebook Users Are Tagged In Images:
Photo tags appear to allow people to tag (refer to appendix 4) the image with their names providing access for others to see. Facebook members may object and remove the tag, however, cannot remove the picture from the site entirely. (See figure 4).
Figure 4. How Facebook users are able to tag people in images. This image will appear in the individuals Facebook profile. 

Figure 5. Demonstrating how Facebook users are able to save an individual's image without their permission. 
The above figures display how straightforward it is to take personal information without authorization.
The scenario states that search engines such as Google are able to collect information. An issue is that images and photographs cannot be protected from being copied or obtained by other social network users. (See figure 5). This can be dangerous if the user is not wary about who he or she accepts as a friend or what privacy settings they obtain.
How Google Collects Images:
Search engines, like Google, collect just about everything on the internet (see figure 6). They send out special software robots, called 'spiders'. Spiders build lists of words found on websites. This process is called Web crawling. A Googlebot collects a variety of information published on the internet. It then sends that information to the Google indexer (see figure 7 and refer to appendix 4).

Figure 6. How Google collects information from practically every website.

Figure 7. The process by which Google collects and stores information published on the internet.
This is how the person in the scenario found their personal information. Consequently, once an individual posts anything on the internet Google will collect it almost instantaneously. Individuals may ask Google to remove their information from the search engine. However, Google could still obtain record of that information elsewhere.
All web users should pause and think before publishing as the information or images that they reveal may remain on the web for eternity. As a result, Google is collecting information without consent and thus violating people's privacy.
Digital Footprints:
Once something appears online, it may remain somewhere in cyberspace forever. Digital footprints refer to anything done through cyberspace that leaves a trail of personal information and allows an individual's online activity to be tracked. Even simply visiting a website adds to a digital footprint.
In the scenario, the user created a digital footprint that was easily tracked simply by researching his or her name. Managing your digital footprint is essential as it can contribute in determining a job position.
Solutions:
Facebook provides settings to block access to personal information by search engine spiders. However, Facebook created "public search listings" to enable internet users to browse your profile using search engines. Consequently, Google is now able to access personal information such as your name, images and data about your profile. This is evident in the scenario presented.
In order to solve this problem the user needs to go to their Privacy Settings > Apps, Games and Websites. To block search engines like Google from collecting private information and images, the user needs to go to the Public Search link. See figure 8 to see how this can be eliminated.
Figure 8. This statement gives permission to search engines, such as Google to collect your information.
Automatically, Facebook enables search engines to access information from your profile once you legally become an adult. By having this box ticked, it means that the users have given permission for search engines to collect everything that has been uploaded or posted onto your profile. Removing the tick disables and blocks Google hots and spiders from accessing your information.
If the user had not enabled public search engines to collect information and images posted on their profile, then there would not have been an online privacy issue to begin with.
Users may deactivate their account (figure 9) but everything that was posted or uploaded will always be somewhere in cyber space.
Figure 9. To delete your Facebook account, you simply click on 'deactivate'. 
Another solution to solve some issues is to download the 'Cyber Safety Help Button'5. This is created by the Australian Government and is recommended to be installed by all internet users. The help button will assist users in:
· "Talking to a counsellor about cyber bullying or anything else that is worrying or upsetting them."
· "Report to cyber bullying, inappropriate or offensive online material, scam or fraud, or unwanted contact."
· Learn how to stay safe online with tips and information on a range of cyber safety issues."
The scenario doesn't state any serious issues or concerns, however, if the user has accumulated a cyber-stalker than it is vital for the user to report to police on the emergency phone line, 000.
5 Australian Government, (2011) Cyber Safety Help Button. [Online] Available at
<http ://www. dbcde. gov. au/online_safety_and_security/cybersafetyhelpbutton_download/quest ions_and_answers#2>
Social, Legal and Ethical Responsibilities:
Google and Facebook have a 'Report Abuse' function where users can report information they wanted removed from the site. Facebook and Google are ethically and socially responsible. However, the information will always exist in cyberspace even if it is removed or taken down from the site. Therefore, it is difficult to remove information entirely. It is to be noted that Facebook holds on to what users delete for 90 days. This is unethical because if users have requested to remove their information, it should be removed immediately. On the other hand, users have agreed to the Terms and Conditions and therefore Facebook can do this legally.
In agreeing to the Terms and Conditions, the user will sign over all information to Facebook who can then sell it to third parties. Legally, the user of the account has agreed. Facebook will even sell the likes, dislikes, name and profile of those under 18 to a third party. This is unethical as anyone can have access to your information without notifying you or asking for your permission. Evidently, this shows that even if your profile is set to private, your information can still be accessed. Facebook also put a disclaimer in their Terms and Conditions where they state that any monetary restitution is to the value of $100. Ethically they do no guarantee the safety of a user or their information. This is upheld in law however, it is wrong as it contravenes the privacy act. Refer to appendix 1 for other excerpts of Facebook's policy.


Conclusion:
No matter what precautions users take, there is always security risks in personal information and material that is posted on social networking sites, like Facebook. Material can be accessed by others and is open to abuse and violation. In the scenario, Google accessed the individuals' information without authorization. While there are various strategies to improve security and online privacy, there are always risks to be wary of. Although the internet and its technology are evolving and new methods to conquer security developed, there is no real technique to overcome internet frauds.
Every internet user needs to be responsible for their actions and be extremely vigilant when publishing information on the internet. Remember the best defense is to think before you publish.
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Appendices Appendix 1: 
"You hereby grant Facebook an irrevocable, perpetual, non-exclusive, transferable, fully paid, worldwide license (with the right to sublicense) to (a) use, copy, publish, stream, store, retain, publicly perform or display, transmit, scan, reformat, modify, edit, frame, translate, excerpt, adapt, create derivative works and distribute (through multiple tiers), any User Content you (i) Post on or in connection with the Facebook Service or the promotion thereof subject only to your privacy settings or (ii) enable a user to Post, including by offering a Share Link on your website and (b) to use your name, likeness and image for any purpose, including commercial or advertising, each of (a) and (b) on or in connection with the Facebook Service or the promotion thereof."
"You may remove your User Content from the Site at any time. If you choose to remove your User Content, the license granted above will automatically expire, however you acknowledge that the Company may retain archived copies of your User Content."
"The following sections will survive any termination of your use of the Facebook Service: Prohibited Conduct, User Content, Your Privacy Practices, Gift Credits, Ownership; Proprietary Rights, Licenses, Submissions, User Disputes; Complaints, Indemnity, General Disclaimers, Limitation on Liability, Termination and Changes to the Facebook Service, Arbitration, Governing Law; Venue and Jurisdiction and Other."
<Facebook Terms and Conditions 13 May 2011>
Appendix 2: 
Controlling How You Share
Facebook is about sharing. Our privacy controls give you the power to decide
what and how much you share. Learn how to manage who can see your
information on and off Facebook.
See what's new
Read our privacy policy •
Learn about privacy and ads
Edit your privacy settings
Privacy Controls
The settings you choose control which people and apps can see your information. You can share your information with friends, friends of friends or everyone, and we offer presets to help you do that. Or, if you prefer, you can customize your settings
Stage 2 Information Processing and Publishing Performance Standards

	
	Understanding
	Development and Application
	Analysis and Evaluation

	A
	Comprehensive understanding of the most appropriate hardware and software for the completion of text-based communication tasks.

Comprehensive understanding of the design process in planning, producing, and evaluating text-based products.

In-depth understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Discerning selection and highly proficient use of appropriate hardware and software in the completion of text-based communication tasks. 

Highly proficient application of manipulative and organisational skills in the use of information-processing technology.

Consistent and thoughtful application of layout and design principles to the production of text-based documents or presentations. 

Comprehensive and well-considered application of the design process in planning and producing text-based products.
	Perceptive and thorough analysis and evaluation of the impact of social, ethical, and/or legal issues most closely related to information-processing and publishing technologies.

Discerning evaluation of text-based products against design principles.

	B
	Well-informed understanding of appropriate hardware and software for the completion of text-based communication tasks.

Well-informed understanding of the design process in planning, producing, and evaluating text-based products.

Well-considered understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Well-considered selection and proficient use of appropriate hardware and software in the completion of text-based communication tasks. 

Proficient application of manipulative and organisational skills in the use of information-processing technology.

Thoughtful application of layout and design principles to the production of text-based documents or presentations.

Well-considered application of the design process in planning and producing text-based products.
	Well-considered analysis and evaluation of the impact of social, ethical, and/or legal issues closely related to information-processing and publishing technologies.

Well-considered evaluation of text-based products against design principles.

	C
	Informed understanding of appropriate hardware and software for the completion of text-based communication tasks. 

Competent understanding of the design process in planning, producing, and evaluating text-based products.

Informed understanding of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.
	Considered selection and use of appropriate hardware and software in the completion of text-based communication tasks. 

Competent application of manipulative and organisational skills in the use of information-processing technology.

Competent application of layout and design principles to the production of text-based documents or presentations.

Competent application of the design process in planning and producing text-based products.
	Considered analysis and evaluation of the impact of social, ethical, and/or legal issues related to information-processing and publishing technologies.

Competent evaluation of text-based products against design principles.

	D
	Some recognition of hardware or software for the completion of basic text-based communication tasks.

Some understanding of basic aspects of the design process in planning, producing, and evaluating text-based products.

Awareness of some impacts of social, ethical, or legal issues that are partly related to information-processing and publishing technologies.
	Partial use of basic hardware or software in the completion of basic text-based communication tasks.

Some application of basic manipulative and organisational skills in the use of information-processing technology.

Some application of basic layout and design principles to the production of text-based documents or presentations.

Basic application of some aspects of the design process in planning and producing one or more text-based products.
	Some awareness of the impact of one or more social, ethical, or legal issues related to information-processing and publishing technologies.

Some basic assessment of text-based products against design principles.

	E
	Identification of aspects of hardware or software related to text-based communication tasks.

Some recognition of limited aspects of the role of the design process in planning, producing, and evaluating text-based products.

Limited consideration of any issues that may be related to information-processing and publishing technologies.
	Attempted use of basic hardware or software in attempting text-based communication tasks.

Limited application of manipulative and organisational skills in attempting to use information-processing technology.

Attempted use of elements of layout and design principles in the attempted production of a text-based document or presentation.

Attempted application of one or more aspects of the design process in planning and attempting to produce a simple text-based product.
	Emerging awareness of one or more aspects of the impact of a social, ethical, or legal issue related to information-processing and publishing technologies.

Attempted description of one or more text-based products, using one or more design principles.


Development and Application


Consistent and thoughtful application of layout and design principles is evident in the way the document is laid out in appropriate report format. This includes a contents page, clear headings and the use of third person writing. A cover page and appendices were also provided in the response; however these have not been included.





Analysis and Evaluation


Perceptive and thorough analysis and evaluation of the impact of ethical issues is evident in the specific examples given on pages 2-6.





A screen dump showing different levels of sharing


available for different groups of contacts has been


removed due to copyright.





Development and Application


Consistent and thoughtful application of layout and design principles is evident in the way diagrams are labeled and referred to in the main body of the report.





Development and Application


Consistent and thoughtful application of layout and design principles is evident in the way appendices are referred to in the main body of the report.





A screen dump showing customization settings 


has been removed due to copyright.





A picture of a billboard 


with an original family photo 


used without permission has been removed due to copyright.





Understanding


In-depth understanding of the impact of social, ethical, and/or legal issues is evident in the use of screen dumps illustrating aspects of the issue.





A screen dump from Facebook


showing tagging of a photo has been


removed due to copyright and identification.





Analysis and Evaluation


Perceptive and thorough analysis and evaluation of the impact of social, ethical, and/or legal issues is evident in the use of screen dumps from Facebook to illustrate aspects of the issue.





A photograph and menu displayed on Facebook 


when the right mouse button is clicked 


has been removed due to copyright and identification.





A graphic of a flowchart


showing how ‘Web Spider’ collects data


to be used by a search engine has been


removed due to copyright. 





A graphic of a flowchart


showing the processing of a query


by a search engine has been


removed due to copyright.





Analysis and Evaluation


Perceptive and thorough analysis and evaluation of the impact of ethical issues is evident in the variety of solutions given and the detail provided for them.





A screen dump from Facebook


showing how to make Facebook information


unavailable to search engines has been 


removed due to copyright 





Understanding


Comprehensive understanding of most appropriate software is displayed by use of a range of features including reverse text, borders around captions, a variety of bullets and footnotes.





A screen dump from Facebook


showing the security access page 


and how to deactivate an account


has been removed due to copyright. 





Understanding


In-depth understanding of the impact of social, ethical, and/or legal issues is evident in the specific examples discussed in this section of the response.





Understanding


In-depth understanding of the impact of social, ethical, and/or legal issues is evident in the range of appropriate sources used to ensure a balanced view and deep understanding of the topic.





Understanding


In-depth understanding of the impact of social, ethical, and/or legal issues is demonstrated in the appendices, referred to throughout the report.


Several more pages of Appendices were included, but have been omitted here to reduce the size for downloading.





Screen dump from Facebook showing


a photograph and menu displayed�when right mouse button is clicked has been


removed due to copyright.
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